Module 1: Pre-requisites in Information and Network Security

Chapter 1: Overview of Networking Concepts

1. Basics of Communication Systems
2. Transmission Media

3. Topology and Types of Networks
4. TCP/IP Protocol Stacks

5. Wireless Networks

6. The Internet

1. Basics of Communication Systems:

A system of interconnected computers and computerized peripherals such as
printers is called computer network. This interconnection among computers
facilitates information sharing among them. Computers may connect to each
other by either wired or wireless media.

Network Architecture

e Computer networks can be discriminated into various types such as
Client-Server, peer-to-peer or hybrid, depending upon its architecture.

e There can be one or more systems acting as Server. Other being Client,
requests the Server to serve requests. Server takes and processes
request on behalf of Clients.

e Two systems can be connected Point-to-Point, or in back-to-back
fashion. They both reside at the same level and called peers.

e There can be hybrid network which involves network architecture of
both the above types.

Network Applications
Computer systems and peripherals are connected to form a network. They
provide numerous advantages:
e Resource sharing such as printers and storage devices
e Exchange of information by means of e-Mails and FTP
e Information sharing by using Web or Internet
e |Interaction with other users using dynamic web pages
e |P phones
e Video conferences
e Parallel computing
e Instant messaging

2. Transmission Media




The transmission media is nothing but the physical media over which
communication takes place in computer networks.

Magnetic Media

One of the most convenient way to transfer data from one computer to
another, even before the birth of networking, was to save it on some storage
media and transfer physical from one station to another. Though it may seem
old-fashion way in today’s world of high speed internet, but when the size of
data is huge, the magnetic media comes into play.

For example, a bank has to handle and transfer huge data of its customer,
which stores a backup of it at some geographically far-away place for security
reasons and to keep it from uncertain calamities. If the bank needs to store its
huge backup data, then its transfer through internet is not feasible. The WAN
links may not support such high speed. Even if they do; the cost is too high to
afford.

In these cases, data backup is stored onto magnetic tapes or magnetic discs,
and then shifted physically at remote places.

Twisted Pair Cable

A twisted pair cable is made of two plastic insulated copper wires twisted
together to form a single media. Out of these two wires, only one carries actual
signal and another is used for ground reference. The twists between wires are
helpful in reducing noise (electro-magnetic interference) and crosstalk.
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There are two types of twisted pair cables:
Shielded Twisted Pair (STP) Cable

Unshielded Twisted Pair (UTP) Cable

STP cables comes with twisted wire pair covered in metal foil. This makes it
more indifferent to noise and crosstalk.

UTP has seven categories, each suitable for specific use. In computer networks,
Cat-5, Cat-5e, and Cat-6 cables are mostly used. UTP cables are connected by
RJ45 connectors.



Coaxial Cable

Coaxial cable has two wires of copper. The core wire lies in the center and it is
made of solid conductor. The core is enclosed in an insulating sheath. The
second wire is wrapped around over the sheath and that too in turn encased
by insulator sheath. This all is covered by plastic cover.

Because of its structure, the coax cable is capable of carrying high frequency
signals than that of twisted pair cable. The wrapped structure provides it a
good shield against noise and cross talk. Coaxial cables provide high bandwidth
rates of up to 450 mbps.

There are three categories of coax cables namely, RG-59 (Cable TV), RG-58
(Thin Ethernet), and RG-11 (Thick Ethernet). RG stands for Radio Government.
Cables are connected using BNC connector and BNC-T. BNC terminator is used
to terminate the wire at the far ends.

Fiber Optics

Fiber Optic works on the properties of light. When light ray hits at critical
angle, it tends to refracts at 90 degree. This property has been used in fiber
optic. The core of fiber optic cable is made of high quality glass or plastic. From
one end of it light is emitted, it travels through it and at the other end light
detector detects light stream and converts it to electric data.

Fiber Optic provides the highest mode of speed. It comes in two modes, one is
single mode fiber and second is multimode fiber. Single mode fiber can carry a
single ray of light whereas multimode is capable of carrying multiple beams of
light.



Fiber Optic also comes in unidirectional and bidirectional capabilities. To
connect and access fiber optic special type of connectors are used. These
can be Subscriber Channel (SC), Straight Tip (ST), or MT-RJ.

3. Topology and Types of Networks

A Network Topology is the arrangement with which computer systems or
network devices are connected to each other. Topologies may define both
physical and logical aspect of the network. Both logical and physical topologies
could be same or different in a same network.

Point-to-Point

Point-to-point networks contains exactly two hosts such as computer,
switches, routers, or servers connected back to back using a single piece of
cable. Often, the receiving end of one host is connected to sending end of the
other and vice versa.

If the hosts are connected point-to-point logically, then may have multiple
intermediate devices. But the end hosts are unaware of underlying network
and see each other as if they are connected directly.

Data Flow

Bus Topology

In case of Bus topology, all devices share single communication line or cable.
Bus topology may have problem while multiple hosts sending data at the same
time. Therefore, Bus topology either uses CSMA/CD technology or recognizes



one host as Bus Master to solve the issue. It is one of the simple forms of
networking where a failure of a device does not affect the other devices. But
failure of the shared communication line can make all other devices stop
functioning

Data Flow

Terminator

Both ends of the shared channel have line terminator. The data is sent in only
one direction and as soon as it reaches the extreme end, the terminator
removes the data from the line.

Star Topology

All hosts in Star topology are connected to a central device, known as hub
device, using a point-to-point connection. That is, there exists a point to point
connection between hosts and hub. The hub device can be any of the
following:

Layer-1 device such as hub or repeater

Layer-2 device such as switch or bridge

Layer-3 device such as router or gateway



As in Bus topology, hub acts as single point of failure. If hub fails, connectivity
of all hosts to all other hosts fails. Every communication between hosts takes
place through only the hub. Star topology is not expensive as to connect one
more host, only one cable is required and configuration is simple.

Ring Topology

In ring topology, each host machine connects to exactly two other machines,
creating a circular network structure. When one host tries to communicate or
send message to a host which is not adjacent to it, the data travels through all
intermediate hosts. To connect one more host in the existing structure, the
administrator may need only one more extra cable.



Failure of any host results in failure of the whole ring. Thus, every connection
in the ring is a point of failure. There are methods which employ one more
backup ring.

Mesh Topology

In this type of topology, a host is connected to one or multiple hosts. This
topology has hosts in point-to-point connection with every other host or may
also have hosts which are in point-to-point connection with few hosts only.
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Hosts in Mesh topology also work as relay for other hosts which do not have
direct point-to-point links. Mesh technology comes into two types:

Full Mesh: All hosts have a point-to-point connection to every other host in
the network. Thus for every new host n(n-1)/2 connections are required. It
provides the most reliable network structure among all network topologies.

Partially Mesh: Not all hosts have point-to-point connection to every other
host. Hosts connect to each other in some arbitrarily fashion. This topology
exists where we need to provide reliability to some hosts out of all.

Tree Topology

Also known as Hierarchical Topology, this is the most common form of network
topology in use presently. This topology imitates as extended Star topology
and inherits properties of Bus topology.

This topology divides the network into multiple levels/layers of network.
Mainly in LANs, a network is bifurcated into three types of network devices.
The lowermost is access-layer where computers are attached. The middle layer
is known as distribution layer, which works as mediator between upper layer
and lower layer. The highest layer is known as core layer, and is central point
of the network, i.e. root of the tree from which all nodes fork.



Core |Layer

All
neighboring hosts have point-to-point connection between them. Similar to

the Bus topology, if the root goes down, then the entire network suffers even
though it is not the single point of failure. Every connection serves as point of
failure, failing of which divides the network into unreachable segment.
Hybrid Topology

A network structure whose design contains more than one topology is said to

be hybrid topology. Hybrid topology inherits merits and demerits of all the
incorporating topologies.
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The above picture represents an arbitrarily hybrid topology. The combining
topologies may contain attributes of Star, Ring, Bus, and Daisy-chain
topologies. Most WANs are connected by means of Dual-Ring topology and



networks connected to them are mostly Star topology networks. Internet is the
best example of largest Hybrid topology.

TYPES OF COMPUTER NETWORKS

Generally, networks are distinguished based on their geographical span. A
network can be as small as distance between your mobile phone and its
Bluetooth headphone and as large as the internet itself, covering the whole
geographical world.

Personal Area Network

A Personal Area Network (PAN) is smallest network which is very personal to a
user. This may include Bluetooth enabled devices or infra-red enabled devices.
PAN has connectivity range up to 10 meters. PAN may include wireless
computer keyboard and mouse, Bluetooth enabled headphones, wireless
printers, and TV remotes.

For example, Piconet is Bluetooth-enabled Personal Area Network which may
contain up to 8 devices connected together in a master-slave fashion.
Local Area Network

A computer network spanned inside a building and operated under

single administrative system is generally termed as Local Area Network
(LAN). Usually, LAN covers an organization offices, schools, colleges or
universities. Number of systems connected in LAN may vary from as
least as two to as much as 16 million.

LAN provides a useful way of sharing the resources between end users.
The resources such as printers, file servers, scanners, and internet are
easily sharable among computers.
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LANs are composed of inexpensive networking and routing equipment. It may
contains local servers serving file storage and other locally shared applications.
It mostly operates on private IP addresses and does not involve heavy routing.
LAN works under its own local domain and controlled centrally.
LAN uses either Ethernet or Token-ring technology. Ethernet is most widely
employed LAN technology and uses Star topology, while Token-ring is rarely
seen.

LAN can be wired, wireless, or in both forms at once.

Metropolitan Area Network
The Metropolitan Area Network (MAN) generally expands throughout a city
such as cable TV network. It can be in the form of Ethernet, Token-ring, ATM,
or Fiber Distributed Data Interface (FDDI).
Metro Ethernet is a service which is provided by ISPs. This service enables
its users to expand their Local Area Networks. For example, MAN can help

an organization to connect all of its offices in a city.



Metro Area Network

Backbone of MAN is high-capacity and high-speed fiber optics. MAN works
in between Local Area Network and Wide Area Network. MAN provides
uplink for LANs to WANSs or internet.

Wide Area Network
As the name suggests, the Wide Area Network (WAN) covers a wide area
which may span across provinces and even a whole country. Generally,
telecommunication networks are Wide Area Network. These networks
provide connectivity to MANs and LANSs. Since they are equipped with very
high speed backbone, WANs use very expensive network equipment.

Wide Area Network

"

WAN may use advanced technologies such as Asynchronous Transfer
Mode (ATM), Frame Relay, and Synchronous Optical Network (SONET).
WAN may be managed by multiple administration



4. TCP/IP Protocol Stacks

Internet uses TCP/IP protocol suite, also known as Internet suite. This
defines Internet Model which contains four layered architecture. OSI
Model is general communication model but Internet Model is what the
internet uses for all its communication. The internet is independent of its
underlying network architecture so is its Model. This model has the
following layers:

Application Layer

Transport Layer

Internet Layer

Link Layer

Application Layer: This layer defines the protocol which enables user to
interact with the network. For example, FTP, HTTP etc.

Transport Layer: This layer defines how data should flow between hosts. Major
protocol at this layer is Transmission Control Protocol (TCP). This layer ensures
data delivered between hosts is in-order and is responsible for end-to-end
delivery.

Internet Layer: Internet Protocol (IP) works on this layer. This layer facilitates
host addressing and recognition. This layer defines routing.

Link Layer: This layer provides mechanism of sending and receiving actual

data. Unlike its OSI Model counterpart, this layer is independent of underlying
network architecture and hardware.

5. Wireless Networks




Wireless Networks

A wireless network is a platform for enabling enterprise-wide access to all of
an organization's applications and data. Wireless networking allows users to
take the office with them wherever they go.

How will a wireless network benefit my business?

A wireless network deployment can help your company achieve multiple
benefits, including:

o Reduced setup time and amount of cable required to outfit a location

« Greater flexibility that allows new and temporary users quick access to
the network

« Improved collaboration and productivity

« Easier deployment and relocation

« Increased security

How can | help my business embrace wireless networking solutions?

When considering the implementation of a wireless network, it is important to:

o Perform a site survey. Having a third-party perform a site survey can
ensure a successful deployment. The site survey can provide a roadmap
for designing the optimal wireless network, identify potential issues, and
propose solutions to remediate any difficulties.

« Address security concerns. Many believe that wireless networking



exposes the business to greater data security risks. On the contrary,
wireless networks authenticate users and encrypt transmitted data,
making it more secure than a wired line.

6. Internetwork

A network of networks is called an internetwork, or simply the internet. It is
the largest network in existence on this planet. The internet hugely connects
all WANs and it can have connection to LANs and Home networks. Internet
uses TCP/IP protocol suite and uses IP as its addressing protocol. Present day,
Internet is widely implemented using IPv4. Because of shortage of address
spaces, it is gradually migrating from IPv4 to IPv6.
Internet enables its users to share and access enormous amount of
information worldwide. It uses WWW, FTP, email services, audio, and video
streaming etc. At huge level, internet works on Client-Server model.

Internet uses very high speed backbone of fiber optics. To inter-connect

various continents, fibers are laid under sea known to us as submarine
communication cable.




